Just

like your work computer,

personal computer is also a target.
help protect yourself and your family, we
recommend you take the following steps
to protect any personally owned devices.

your
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Balu nepcoHarnbHbIN KOMMBIOTEP MOXET CTaTb
MULLEHBIO TaK Xe, KaK 1 Ball pabo4unii
KoMnbloTep. YToObl 3awmMTnTL Cebs 1 CBOIO
CEeMbl0, Mbl PEKOMEHAYEM BaM NPUHUMATb
crnegyowme Mepbl 3awmTbl NMobbIx
npyHagnexawux Bam yCTPONCTB.

Always be sure your computer or mobile
devices have the latest patches installed
and are running the latest versions of any
installed programs, such as your word
processor. The simplest way to do this is
to enable automatic updates on your
computer and mobile devices. In
addition, some programs or mobile apps
may have their own automatic updating
options. If so, be sure they are enabled. If
you are no longer using a program,
remove or uninstall it.

Bcerga yctaHaBnvBanTe HOBENLLME NATyYM Ha
BaLLl KOMMbOTEP M MOBWIbHbIE YCTPOWCTBA, a
TaKkKe UCNonb3ynTe caMmble NocnegHne Bepcum
BCEX YCTAHOBJIEHHbIX NPOrpamMm, Takmx Kak,
HanpumMep, TeKCToBbIN npoueccop. Camblin
NPOCTOM CNoCcob — BKNIOYNTL aBTOMaTUYeCKoe
OOHOBIEHME Ha KOMMbIOTEPE U MOBUIBHBIX
ycTponcTBax. Kpome Toro, HekoTopble
nporpamMmbl UM MOBUIbHbBIE NPUNOXEHNUST MOTYT
UMeTb BCTPOEHHbIE (PYHKLMN aBTOMaTUYECKOro
o6HoBneHus. Ecnu aTo Tak, ybeautech, 4TO OHU
BKMOYeHbl. Ecnn Bbl 6onbLUe He ucnonb3yeTte
nporpammy, yganurte unu genHctannupynte ee.

In addition to programs, you should
ensure your browser and browser plugins
or add-ons are up-to-date. Every plugin
you add to your browser becomes another
potential avenue for attack. Only install
browser plugins you absolutely need and
delete them if you are no longer using
them.

Bbl AomkHbl y6eanTbes, 4To, NOMUMO NporpamMm,
Bbl MCMONb3yeTe NOCNeaHIo Bepcuto bpaysepa,
O0OHOBIEHHbIE MNnarkHbl U AoNoNHeHUs. Kaxabin
nnarvH, gobasneHHbIN B Baww bpaysep,
CTaHOBUTCH elle OAHOW NoTeHLunanbHom
nasenkon ongd ataku. YctaHaBnmBamTe TOSbKO Te
nnarvHbl ona 6paysepa, KoTopble Bam
abcontoTHO HeoBXoAUMBI, U YyAananTe ux, ecnu
bonbLue He ucnonbayeTe.

Consider using your browser in private
mode to help protect your online
privacy. This is a common feature that
most browsers support. When your
browser is in privacy mode, it does not
record what websites you visit, does not
cache website content and usually wipes
any cookies stored on your system.

PaccmoTpuTe BapmaHT ncnonb30BaHUSA Ballero
Opaysepa B pexxmme KOHMAEHLMANbHOCTH
(MHKOTrHMTO), YTOOBI NOMOYb 3aLUUTUTL BaLLy
NWNYHYO MHpopMaumo. JTO pacnpocTpaHeHHas
onuus, KOTopyto noaaepxmsaeT 60MNbLUNHCTBO
O6paysepoB. Korga Baw 6pay3ep HaxoauTcs B
pPEeXMMEe UHKOTHUTO, OH HE 3anuCbiBaeT, Kakme
CauTbl Bbl MOCeLLaeTe, He COXpaHSEeT B KaLle
coAepXaHne CanToB U1, Kak NpaBuIo, cTupaet
ntobble dannbl cookie, coxpaHsiemble Ha BallemM
KOMMNblOTEpPE.
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